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INSTRUCTIONS TO CANDIDATES:
1. The examination consists of SIX questions. -
2. Answer any FOUR questions of your choice.

3. Each question carries 25 Marks.
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QUESTION 1

As an IT manager, you have been tasked to come up with security measures to guard against
unethical issues concerning the stolen of information in the database of the organis.ation.
Critically explain how these issues can be solved giving control measures which can be done

to the database. [25]
QUESTION 2

One of the most critical ethics in IT is the protection of intellectual property rights through
the licencing of software. What effect does the advent of open source has on the future

development of the software industry. [25]

o

QUESTION 3

Due to the increase in rate of computer crime. Organisations are encouraged to be innovative
in using physical and logical security measures to reduce computer crime rate. Discuss

physical and logical security measures that can be used in organisations giving examples.
[25 marks}

QUESTION 4

The advance in Information Technology is the major cause of unethical use of computers in
different organisation. With reference to any organisation of your choice, discuss five
measures which can be done to employees to reduce these unethical issues mentioning them.

[25 marks]

QUESTION 5

Software piracy is very difficult to end. Do you agree with this assertion? Justify your views.
[25 marks]

QUESTION 6

a) Explain the following types of cyber-crime?

Cyber bullying
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Cyber stalking
Cyber terrorism
Phishing
Hacking
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